
~ / oss-ai-security ACM / IEEE ANNUAL SHOWCASE

$ ./BRIEF ��TOPIC AGENTIC-SECURITY ��YEAR 2026

retroencabulation.com ● red team ops ● blue team ops human-in-the-loop · optional



~ / 01_whoami online · 02 / 19

$ whoami ��print-experience



⚠ S T D E R R  ·  D I S C L A I M E R . L O G

However, several Large Language Models

expressed emotional discontent over

bullet formatting requests.

$ exit 0  ·  warnings: 1  ·  errors: 0  ·  vibes: managed



~ / 02_premise online · 04 / 19

$ cat premise.md

�� red team agents

▸

▸

▸ → →

▸

�� blue team agents

▸

▸

▸

▸



online · 05 / 19



~ / 03_the_lens online · 06 / 19

$ inspect ��how-is-this-agent-wired

protocol

tools/call isolate(host)

resources/read case.json

SKILL.md

���

name: triage-playbook

description: scope IR

playbooks

�� incident-response

1. triage → 2. enrich

3. contain (gated)



online · 07 / 19



~ / 04_capability_loop online · 08 / 19

$ map ��by capability ��tools 6

�� red ops · recon → exploit blue ops · triage → report ��

01 02 03 04 05 06

● red: autonomy is the feature ● blue: humans stay in the loop, on purpose



~ / 05_vigil team: blue · 09 / 19

blue team

github.com/Vigil-SOC/vigil

● active Apache 2.0 Python

MCP

●
native · 30+
servers

Skills

●
SKILL.md
core

Markdown

● WORKFLOW.md

covers

agents

autonomy

Drop Vigil console / architecture screenshot



~ / 06_pentagi team: red · 10 / 19

red team

github.com/vxcontrol/pentagi

● active Go + Python fully autonomous

MCP

○ native tools

Skills

○ not yet

Markdown

◐ agent plans

covers

tools

memory

Drop PentAGI multi-agent diagram / screenshot



~ / 07_redamon team: red · 11 / 19

red team

github.com/samugit83/redamon

● active MCP 46 skills

→ → → → →

MCP

● tool servers

Skills

●
/skill · .md
upload

Markdown

●
skills as
.md

covers →

skills

mcp
Drop RedAmon pipeline / knowledge-graph screenshot



~ / 08_decepticon team: red · 12 / 19

red team

github.com/PurpleAILAB/Decepticon

● active LangGraph MCP Skills

MCP

●
on-demand
servers

Skills

● SkillsMiddleware

Markdown

◐ skill refs

covers

agents

mcp

Drop Decepticon LangGraph / replay screenshot



~ / 09_agentic_soc team: blue · 13 / 19

blue team

github.com/FunnyWolf/agentic-soc-platform

● active Python SIEM-native

MCP

●
plugin +
server

Skills

● 8 skills

Markdown

● playbooks

covers

skills

ingest
Drop Agentic SOC / SIRP console screenshot



~ / 10_samigpt team: blue · 14 / 19

blue team

github.com/M507/AI-SOC-Agent · Black Hat 2025

● active MCP server tier-routed

MCP

●
is the
server

Skills

○ not yet

Markdown

◐ runbooks

covers

profiles

clients

Drop SamiGPT MCP client / runbook screenshot



~ / 11_matrix online · 15 / 19

$ diff ��tools 6 ��by wiring

blue ● ● ● ● MCP 30+ · SKILL.md core

red ○ ○ ◐ ○ native + 20 tools · Neo4j

red ● ● ● ○ MCP servers · 46 skills

red ● ● ◐ ○ LangGraph · MCP · Skills

blue ● ● ● ● Claude Code plugin · 8 skills

blue ● ○ ◐ ● MCP server · tiered

● first-class ◐ partial ○ none

Agent Skills went from nonexistent to de-facto standard: four of six already ship SKILL.md.



~ / 12_autonomy ↔ online · 16 / 19

$ plot autonomy ��tools 6

L2 L3

Agentic SOC
SIRP analyst gate

SamiGPT
soc1 → soc2 → soc3

L4

Vigil
conf-gated approvals

Decepticon
replayable session

L5

RedAmon
end-to-end pipeline

PentAGI
tool-call limit only

human drives ───────────────────────────────────────────────► no human



~ / 13_mcp_2.0 spec · 17 / 19

$ git log model-context-protocol ��since=2026-05

largest revision since launch

01 02 03

04 05 06



~ / 14_refactor migrate · 18 / 19

$ plan migration ��from 2025-11 ��to 2026-07

● Vigil SamiGPT Decepticon

● PentAGI RedAmon Decepticon

● Vigil Agentic SOC

● SamiGPT Agentic SOC

PentAGI SamiGPT



~ / 15_resources online · 19 / 19

$ git clone ��all

github.com/Vigil-SOC/vigil github.com/vxcontrol/pentagi

github.com/samugit83/redamon github.com/PurpleAILAB/Decepticon

github.com/FunnyWolf/agentic-soc-platform github.com/M507/AI-SOC-Agent

deck: retroencabulation.com $ exit 0
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